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Course Proposal
Computer Cryptography

1. Details:
a. Course Title:  Computer Cryptography
b. Sponsor(s): Seth Bergmann, Computer Science Department
c. Credit Hours: 3 cr.
d. Course Level: Undergraduate(Junior/SasorEesatt
e. Prerequisites: Foundations of Computer Science (0707.210)
f. Time scale: This course is to be offered alternate years,
beginning in Fall '06.
g. Curricular Effect: This course will not be required for students in
the CS major; it may be taken as a restricted elective.
h. No additional resources will be needed.
i. Recommended Library Resources: Additional books on
cryptography have been ordered for the library.
J- Short-term Evaluations: This course was offered as a 'Selected
Topic in Computer Science', Fall '04. Informal feedback from
students was very positive and encouraging. No formal survey
was done.
2. Rationale:

Cryptography (the process of creating ciphers from plain text), as well as
cryptanalysis (the process of retrieving plain text from a cipher), are
becoming increasingly important in today's society. Secure
communication in government, military, and financial operations are
essential. Since most such communication is done via the internet,
computers are used to encrypt and decrypt messages, authenticate
messages, and ensure the integrity of messages.

3. Essence of the Course:

a. Students who take this course will study the history of cryptology,
which includes both cryptography and cryptanalysis. They will also
learn how weak codes are broken, and they will study some of the
popular encryption methods used today (single-key and
public/private key). Students will gain an exposure to some of the
by-products of cryptography, such as authentication and integrity.
There will be brief discussions of the political and ethical aspects of

cryptography.

b. Topical Outline/Content

+ Essence of cryptography, cryptanalysis, authentication,
integrity

e History of cryptography

e Classical techniques: Shift, affine, substitution, transposition,
and polyalphabetic ciphers; cryptanlysis using statistical
methods

e Symmetric key cryptography

e Public key cryptography



s Examples: DES, PGP, RSA
e Java packages for cryptography

c. Students will be evaluated on the basis of functional, correctly
working programs, quizzes, and exams.

d. Course Evaluation: This course will be evaluated through student
surveys, as well as by the Computer Science Accreditation
Commission when the computer science major is to be re-evaluated
in 2006.

4. Consultations (responses are attached)
a. Chris Simons, Mathematics
b. Shreekanth Mandayam, Electrical & Computer Engineering
¢. Bob Fleming, Management & M.I.S.



6. Catalog Description:
0707.350 (Suggested hegis number) 3 s.h.
Computer Cryptography

(Prerequisite: 0707.210)
This course introduces students to the principles and practices which are required for secure
communication: cryptography, cryptanalysis, authentication, integrity, and digital certificates.
Mathematical tools and algorithms are used to build and analyze secure cryptographic systems
with computers. Social, political, and ethical aspects of cryptography are also covered.
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ROWAN

UNIVERSITY

Electrical and Computer Engineering

October 11, 2004

Professor Seth Bergmann
Computer Science Department
Rowan University

Glassboro, NJ 08028

Re: Computer Cryptography
Dear Profcssor Bergmann:
The Electrical & Computer Engineering department has received your course proposal entitled

“Computer Cryptography.” We have reviewed the rationale, curricular effect and proposed
course content and are pleased to support this coursc offering.

Best wishes,

S{}«wq K xatT T-(O\A de ?4 —e

Shreekanth Mandayam, Ph.D.
Associate Professor
ECE Curriculum Committee Chair

Cc: Dr. Jennifer Kay, Chair, CS
Dr. John Schmalzel, Chair, ECE

201 Mullica Hill Road e Glassboro, New Jerscy e 08028-1701 o Phone: (856) 256-5330 » Fax: (856) 256-5241



~Seth Bergmann - letter of consultation Page 1

From: Christopher Smyth Simons
To: Seth Bergmann

Date: 9/21/04 10:20AM
Subject: letter of consultation
Greetings,

Seth Bergman's proposat is excellent. This computer science oriented cryptography course fills an
important need in the University's curricullum.

CSs

Christopher S. Simons, Ph.D.
Mathematics Department, Rowan University, Glassboro NJ 08028
Email: simons@rowan .edu

>>> Seth Bergmann 09/10/04 04:28PM >>>
To: Jooh Lee, Mgmt & MIS

John Schmalzel, ECE

Chris Simons, Math

| recently sent you a course proposal (Computer Cryptography) through the campus mail, and it now
occurs to me that | forgot to enclose a cover letter. | am simply listing you as a 'consultant’ on this
proposal. If you care to respond, email or paper is fine. If you have any questions or concerns, don't
hesitate to contact me.

Sincerely,

Seth D. Bergmann bergmann@rowan.edu
Associate Professor tel: 856-256-4500 ext. 3197
Computer Science Department fax: 856-256-4741

Rowan University www.rowan.edu/~bergmann

Glassboro, NJ 08028

Office: Robinson 3rd floor
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>Subject:  Course Proposal Consultation

>Date:  Tue, 5 Oct 2004 09:10:18 EDT

>From: RSFHAZMAT@aol.com

>To: kay@elvis.rowan.edu

>CC: fleming@rowan.edu, RSFHAZMAT@aol.com

>

>Jennifer:

>

>Thank you for affording the Management/MIS Department the opportunity to
>review and comment on your course proposal for /Computer Cryptography/.
>

>[ have discuued the proposed course with our MIS faculty and we have no
>reservations in supporting this course.

>

>Bob Fleming

>Chatrman

>Management/MIS Department

file://C: A\WINDOWS\TEMP\GW } 00009 HTM 10/5/04
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Dear Seth,

We reviewed your proposal and identified no concerns. I hope you
received a supporting consultation letter from Bob Fleming. If you have
not receive it, please let me know.

Thanks, Dan.

Daniel J. McFarland, Ph.D.

Associate Professor, MIS

Rowan University

201 Mullica Hill Road

Glassboro, NJ 08028

Tel. 856.256.5426  Fax 856.256.4439

>>> "Seth Bergmann" <Bergmann@rowan.edu> 10/01/04 11:56 AM >>>
Sorry, Bob, the Rowan web site has Jooh Lee listed as department chair.

I am attaching the proposal in case you didn't get the copy from Diane.

Thanks in advance,

Seth D. Bergmann bergmann@rowan.edu
Associate Professor tel: 856-256-4500 ext. 3197
Computer Science Department  fax: 856-256-4741

Rowan University www.rowan.edu/~bergmann

Glassboro, NJ 08028
Office: Robinson 3rd floor

>>> <RSFHAZMAT@aol.com> 10/01/04 10:56AM >>>
Seth:

Sorry we have not responded but this is the first [ have heard of
this.

Providing a consultation in a timely manner should not be a problem.

Please send a copy of the proposal as an e-mail attachment to Diane and
me
ASAP.

Thanks,
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Bob Fleming
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